
Weekly Calendar (Subject to Change) 
  
Code Assignments are due to 5:00 pm every Friday. Papers Assignments are due 12 pm before each class. 

 
 Topic Readings/Watching Assignments Notes 

Week 1 Introduction, Syllabus, 

Introduction to Machine 

Learning, Classification 

Model: K-Nearest 

Neighbors. 

Intro to ML models 

- Jupyter Notebook #1 

(ML + KNN) 

  - Install Jupyter 
 - Overview Python 

 - Overview Numpy 

Week 2 Basic ML algorithm: 

Support Vector 

Machines (SVM), 

Decision Trees, and 

Random Forests 

Intro to fundamental/classical ML algorithms 

- Jupyter Notebook #2 

(SVM + DT + RF) 

Code 

Assignment 

#1 

  

 

Week 3 
 

Linear Classification, 

Optimization, Stochastic 

Gradient Descent   

Jupyter Notebook #3 

(Linear Models)  

Jupyter Notebook #4 

(Optimization Technique) 

  

Week 4 Backpropagation Jupyter Notebook #5 

(Optimization Technique) 

 

Code Assignment 

#2 

 

Week 5 Introduction to Deep 

Neural Network  

Jupyter Notebook #6 

(Neural Network Model) 

Code Assignment 

#3 

 

Week 6 Adversarial Machine 

Learning 

Monday: 

- Intriguing properties of neural networks 

- Explaining and Harnessing Adversarial Examples 

 

Wednesday: 

- Towards Evaluating the Robustness of Neural Networks 

- Transferability in Machine Learning 

See Also: 

- Adversarial Learning 

- Generative Adversarial Networks 

- Generating Adversarial Examples with Adversarial 

Networks 

 

Monday: 

Papers 

Assignment 1 

Wednesday: 

Papers 

Assignment 2 

- How to Read a Paper 

- Efficient Reading 
- How to Give a Great 

Talk 

- How to Write a Great 

Research Paper 

- How to Give a Great 
Research Talk 

 

 

Week 7 Data poisoning, 

Defenses and detection: 

challenges 

 

Monday (Data Poisoning): 

- Poisoning Attacks against Support Vector Machines 

- Poison Frogs! Targeted Clean-Label Poisoning Attacks on 

Neural Networks 

Wednesday (Detection Challenges): 

- Adversarial Examples Are Not Easily Detected: Bypassing 

Ten Detection Methods 

- Towards Deep Learning Models Resistant to Adversarial 

Attacks 

See Also: 

- Targeted Backdoor Attacks on DNN 

Monday: 

Papers 

Assignment 3 

Wednesday: 

Papers 

Assignment 4 

 

Code 

Assignment #4 

 

Week 8 Data Privacy and 

Reconstruction Attack 

Monday (Data Privacy): 

- The Secret Sharer 

Wednesday (Privacy Attack) 

- Membership inference attacks against MLs. 

See Also: 

- On Taxis and Rainbows  

- Some Useful Probability Facts 

- Reconstruction Attacks (Notes) 

- The Algorithmic Foundations of Differential Privacy 

(Section 8.1, overview Section 1) 

Monday: 

Papers 

Assignment 5 

Wednesday: 

Papers 

Assignment 6 

 

https://arxiv.org/abs/1312.6199
https://arxiv.org/abs/1412.6572
https://arxiv.org/pdf/1608.04644.pdf
https://arxiv.org/pdf/1605.07277.pdf
https://ix.cs.uoregon.edu/~lowd/kdd05lowd.pdf
https://arxiv.org/abs/1406.2661
https://arxiv.org/abs/1801.02610
https://arxiv.org/abs/1801.02610
https://web.stanford.edu/class/ee384m/Handouts/HowtoReadPaper.pdf
http://www.cs.columbia.edu/~hgs/netbib/efficientReading.pdf
https://www.youtube.com/watch?v=aFT79TmffPk
https://www.youtube.com/watch?v=aFT79TmffPk
https://www.youtube.com/watch?v=VK51E3gHENc
https://www.youtube.com/watch?v=VK51E3gHENc
https://www.youtube.com/watch?v=sT_-owjKIbA
https://www.youtube.com/watch?v=sT_-owjKIbA
https://arxiv.org/pdf/1206.6389
https://arxiv.org/pdf/1804.00792.pdf
https://arxiv.org/pdf/1804.00792.pdf
https://arxiv.org/pdf/1705.07263.pdf
https://arxiv.org/pdf/1705.07263.pdf
https://arxiv.org/pdf/1706.06083.pdf
https://arxiv.org/pdf/1706.06083.pdf
https://arxiv.org/pdf/1712.05526.pdf
https://arxiv.org/abs/1802.08232
https://www.comp.nus.edu.sg/~reza/files/Shokri-SP2017.pdf
https://tech.vijayp.ca/of-taxis-and-rainbows-f6bc289679a1
http://www.cs.toronto.edu/~anikolov/CSC2412F20/notes/prob.pdf
http://www.cs.toronto.edu/~anikolov/CSC2412F20/notes/reconstruction.pdf
https://www.cis.upenn.edu/~aaroth/Papers/privacybook.pdf


Week 9 Differential Privacy, a 

firm mechanism for 

private computations 

Monday: 

- The Algorithmic Foundations of Differential Privacy 

(Section 2, Section 3.1 and 3.2) 

- The Complexity of Differential Privacy  

(Section 1.4-1.6) 

Wednesday: 

- The Algorithmic Foundations of Differential Privacy 

(Section 3.3) 

- The Complexity of Differential Privacy  

(Section 2) 

See Also: 

- Lunchtime for Differential Privacy 

- A Firm Foundation for Private Data Analysis 

- Data Privacy Foundations and Applications 

Project 

Summary 

- Title, Group 

- 2-pages 

Summary. 

(Due to 

Friday 12 

March) 

 

Code 

Assignment #5  

 

Week 10 Algorithmic Fairness Monday: 

- 50 Years of Test (Un)fairness: Lessons for ML 

- Fairway: a way to build fair ML software 

Wednesday: 

- Fairness through Awarness 

- Equality of Opportunity in Supervised Learning 

See Also: 

- Fairness and ML (Sections 1 & 2) 

Monday: 

Paper 

Assignment 7 

Wednesday: 

Papers 

Assignment 8 

 

Week 11 Causal Inferences Monday: 

- Pearl’s Book (Ch 2) 

- Pearl’s Book (Ch 3) 

Wednesday: 

Causality Paper #1 

Causality Paper #2 

See Also 

- WebPPL (Probabilistic Programming Language) 

 

  

 

Monday: 

Paper 

Assignment 9 

Wednesday: 

Paper 

Assignment 10 

 

Week 12 White-box and Gray-box 

methods for testing ML 

Models 

Monday (Testing DNN): 

- DeepXplore 

- DeepTest 

Wednesday (Bugs in DNN): 

- Taxonomy of Real Faults in Deep Learning Systems 

- A Comprehensive Study on Challenges in Deploying 

Deep Learning Based Software 

Monday: 

Papers 

Assignment 11 

Wednesday: 

Papers 

Assignment 12 

 

Week 13 ML-assisted Software 

Testing 

 Monday: 

- Fuzzing: Hack, Art, and Science 

- Fuzzing: Challenges and Reflections 

Wednesday: 

- Automatic analysis of malware behavior using machine 

learning 

- On Training Robust PDF Malware Classifiers 

 

 

 

 

Monday: 

Paper 

Assignment 13 

Wednesday: 

Papers 

Assignment 14 

 

Week 14 ML-assisted Debugging, 

 

 

 

Project Presentation 

Monday: 

- Differential Performance Debugging with Discriminant 

Regression Trees 

- Detecting and Understanding Real-World Differential 

Performance Bugs in Machine Learning Libraries 

Wednesday: 

Final Project Presentations (TBA) 

 

 

 

 

  

Week 15 Project Presentations Final Project Presentations (TBA) Final Project 

Submission 

 

 

https://www.cis.upenn.edu/~aaroth/Papers/privacybook.pdf
https://privacytools.seas.harvard.edu/files/privacytools/files/complexityprivacy_1.pdf
https://www.cis.upenn.edu/~aaroth/Papers/privacybook.pdf
https://privacytools.seas.harvard.edu/files/privacytools/files/complexityprivacy_1.pdf
https://github.com/frankmcsherry/blog/blob/master/posts/2016-08-16.md
https://dl.acm.org/doi/10.1145/1866739.1866758
https://simons.berkeley.edu/workshops/schedule/6279
https://arxiv.org/pdf/1811.10104
https://arxiv.org/pdf/2003.10354.pdf
https://arxiv.org/pdf/1104.3913
https://arxiv.org/pdf/1610.02413
https://fairmlbook.org/index.html
http://dippl.org/
https://www.cs.columbia.edu/~junfeng/papers/deepxplore-sosp17.pdf
https://dl.acm.org/doi/pdf/10.1145/3180155.3180220?casa_token=Z6zL-ks65DsAAAAA:yQHsodWERCT76AgFMwGT9HUgXRxBURGVFNNvNKdgY_TTgsEX2GT9D93esu2vO_I_031bmr5l_Jo4IQ
https://arxiv.org/pdf/1910.11015.pdf
https://arxiv.org/pdf/2005.00760.pdf
https://arxiv.org/pdf/2005.00760.pdf
https://dl.acm.org/doi/pdf/10.1145/3363824?casa_token=JJ_usORMwIsAAAAA:73Cxn8aH3q8v2rIoDiD6LBIREmr4N_AZqty7VHuwMMjmu_IZMfhOiCdLhOves8Rjem0wIddEHbs7VA
https://www.comp.nus.edu.sg/~abhik/pdf/IEEE-SW-Fuzzing.pdf
http://www.mlsec.org/malheur/docs/malheur-jcs.pdf
http://www.mlsec.org/malheur/docs/malheur-jcs.pdf
https://www.usenix.org/system/files/sec20-chen-yizheng.pdf
https://arxiv.org/pdf/1711.04076.pdf
https://arxiv.org/pdf/1711.04076.pdf
https://arxiv.org/abs/2006.01991
https://arxiv.org/abs/2006.01991

